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around the theme of “The app that works with you”, which highlighted the automatic recording 

function of the app, as well as its ability to work for a range of jobs in multiple locations and 

industries (see Appendix 1). 

6. The social media campaign targeted young workers, migrant workers, and employees in low skilled 

/ low paid jobs employed by small to medium businesses. 

7. The first phase was limited to promotion on Facebook – a targeting ad was leveraged to distribute 

app posts and reach young workers in industries where they are more likely to be vulnerable to 

exploitation and most in need of the app. These ads work by showing up in the user’s newsfeed as 

they are scrolling through Facebook. 

8. The second phase of social media combined the Facebook targeting ads with Google Universal app 

installs1, to further enhance the targeting of ads to vulnerable workers. 

9. In addition to the paid promotional phases, the Communications Team posted material to the Fair 

Work Ombudsman’s Twitter account. A total of three posts were made on 19, 21 and 23 March 

2017. 

10. A media release was also issued on the launch date (17 March 2017) and 24 May 2017, when the 

app had reached 10,000 downloads.  

Results 

11. Since being released on 11 February 2017, the Record My Hours app has been downloaded 13,439 

times2. On average, this equates to the app being downloaded 97 times per day.

Figure 1: Total Record My Hours app downloads

1 Google Ads delivered to people while they're using other apps that are similar to Record My Hours. Leveraging this channel 

allowed the FWO to reach those who are most likely to download and use the app. 
2 Until 30 June 2017. The total number of downloads consists of 7,827 iOS downloads and 5,612 Android downloads. 
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12. Figure 2 below plots app downloads (from both Apple and Android devices) from the day the app 

was released to the app stores (11 February 2017) through until 30 June 2017, on a day by day 

basis, with shaded areas depicting both promotional phases: 

Figure 2: Record My Hours App downloads per day since launch

13. An analysis of this data for this period provides the following insights: 

a. Download rates are almost 3.5 times higher when a promotional activity is running. 

Downloads during promotional periods average at 177 downloads per day, compared to 

52 downloads per day when no promotional activity is taking place. 

b. Downloads are highest where social media activities are combined with other forms of 

promotional material and the highest downloads were from 21 – 22 March 2017. This is 

consistent with the timing of the app launch by Fair Work Ombudsman, Natalie James, 

the first phase of promotional activities and the unpaid Twitter posts on the Fair Work 

Ombudsman’s account. FWO representatives also made several media appearances to 

promote the app during this period. 

14. When compared to the performance of other government apps, Record My Hours is popular. 

However, it is not as popular as some other Australian Government apps in the first four months 

post release.  As demonstrated in Figure 3, Record My Hours has been more popular than four out 

of five apps produced by ASIC in the first few months post release, but with current download 

levels, it has not been as popular as the acclaimed “ATO App” or ASIC’s “Track My Spend”.

Briefs and Proposals:DB-966239/0.11Page 3 of 6

(IA-2101)  003

Doc
um

en
ts 

rel
ea

se
d b

y t
he

 Fair
 W

ork
 O

mbu
ds

man
 

Und
er 

the
 Free

do
m of

 In
for

mati
on



Doc
um

en
ts 

rel
ea

se
d b

y t
he

 Fair
 W

ork
 O

mbu
ds

man
 

Und
er 

the
 Free

do
m of

 In
for

mati
on



Briefs and Proposals:DB-966239/0.11Page 5 of 6

10 July • NJ to change her Twitter banner to a Record My Hours image

(By) 21 July • A video demonstrating how to use Record My hours will be 
loaded into the App store and loaded onto the FWO website

24 July • An eDM promoting Record My Hours will be sent to FWO 
subscribers and multicultural audiences

28 July • NJ will tweet first snackable tweet launching the Record My Hours 
instructional video 
An intranet article will be published announcing the name of the
app mascot naming competition  from Regional
Services) and the winning nomination (“Howie”) and ask staff to 
include into a reference to Record My Hours in their signature 
block – a link to the updated signature block will be included in 
the article. 
A promotional email will be sent to My account subscribers 
informing them about the instructional video.

• 

•

31 July • NJ will mention the Record My Hours app instructional video at a 
Restaurant Leaders Summit panel (if possible) 
NJ will launch open letter and mention the App and video as part 
of the launch

•

14 August • NJ will tweet second snackable tweet on instructional video 
The FWO Corp account will post message about the Record My 
Hours instructional video with a link to the app store

•

28 August • NJ will tweet a third snackable tweet to promote the Record My 
Hours instructional video

(IA-2101)  005
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4 Sept • A promoted social media campaign on instructional video will be 
rolled out



APPENDIX 1

Record My Hours Creative Concept
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This email and any attachments are also subject to copyright. No part of them may be reproduced, adapted or transmitted without the written permission of the 
copyright owner.

If you have received this email in error, please immediately: 
(1) notify the Fair Work Ombudsman by calling 13 13 94; 
(2) notify the sender by return email; 
(3) delete the message and any attachments from your system; 
(4) destroy any printed copy; and 
(5) do not disclose or use any of the information contained in the message or the attachments.

This notice should not be removed from this email message. 
There is no warranty that this email is error or virus free. 
The Fair Work Ombudsman respects your privacy. 

2

 

 

Our privacy policy can be accessed from our web site www.fairwork.gov.au. 

(IA-2101)  009

Please consider the environment before printing this email. 

This message contains information which may be confidential and privileged. Unless you are the intended recipient (or authorized to receive this message for the 
intended recipient), you may not use, copy, disseminate or disclose to anyone the message or any information contained in the message. If you have received the 
message in error, please advise the sender by reply e-mail, and delete the message. Thank you very much. 
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1 Background

Ansible team met with FWO (  18 May to discuss the most effective means of

addressing two key emerging areas of concern in respect of the RMH App’s performance, both 

of which are critical, and critically important to resolve in terms of establishing confidence in the 

RMH App’s ability to meet its core objectives reliably.

This document outlines a range of suggestions identified in that meeting and in separate 

discussions/communications, and provides an overview of effort, which Ansible proposes is 

managed under the existing BAU SLA, with regular updates to FWO team as to progress and any 

changes to the phased approach identified

1.1 Issue 1 – Reliability in recording

FWO team has noticed over time that the reliability of recording is intermittent. It is 

usually consistent, but it is also not unusual in a given period to lose a shift, a day, a 

few hours where it is known that the app/device was resident in the workplace, and 

where it is assumed the phone’s status was essentially unchanged from the period 

where recording happened reliably vs when it did not.

It has been identified that the reliability seems to reduce during periods when the 

app is not actively brought to the foreground.

There are numerous variables that might impact this issue, and it is very difficult to 

reliably reproduce let alone diagnose accurately, and there may be multiple factors 

involved. 

1.2 Issue 2 – Reliability of data export

FWO team (who have been testing the app extensively and in fairness much more so 

than Ansible Test Team), have begun experiencing data export issues, seemingly for 

those that have used the App for the longest period. There have even been issues 

identified by members of the public relating to this.
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2 Proposed approach

Below are actions/suggestions/options for addressing a range of issues with the RMH App. 

Ansible proposes these be completed in phases, learning on the way, and updating as we 

progress, with FWO engaged for update/approval prior to each Phase progression.

2.1 Phase 1 – approx 16-20 hrs

Key goal of Phase 1 is to expended as minimal effort as possible in the hope some of 

these actions might address Issue 1 or provide more information to enable further 

diagnosis.

2.1.1 New Testflight version needed

The one FWO team have has stopped working (Testlight timing issue) and requires 

update. 

Ansible assumes we can get through the Testflight process without the iPhoneX 

updates (separate scope of work already agreed)

2.1.2 Extend recording in Beta version for all times, not just "at work".

Currently the application only stores records of location data when the user is within 

2km of a workplace. This mostly limits our diagnostic ability to only analyse tracking 

events based on geofencing, rather than allowing us to see how reliable background 

activation is at all time (e.g., maybe there's a flaw in our workplace detection logic so 

a geolocation event is disregarded instead of counting towards a shift). 

2.1.3 Confirm logging completeness in Beta version, update if 

needed

Removing this limitation does have privacy implications - the app will log location 

data from the user 24/7 - so we would definitely only want it enabled for test builds, 

with the testers' permission (  to ensure any testers are aware their app 

location is being logged 34/7).

A few extra hours effort once this testing completes is required to unpick this from 

the final release version we will release to Apple for the next agreed update

Ansible believe we are logging everything conceivably related to diagnosis, but 

Ansible to confirm possible edge cases are being captured (e.g. if App is woken up 

but no recording event happens, other potential edge cases). This will take an hour or 

two of investigation, we want to ensure no stone is left unturned.
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2.1.4 Consider using SDK11 toolchain targeted at SDK11 App

There is no real sense on whether it could be contributing to the issues, but is 

certainly worth doing as part of the initial Phase 1 effort

2.1.5 Implement developer forum fix 

https://forums.developer.apple.com/message/273376#273376

2.2 Phase 2 – approx 16-24 hrs

Key goal is to address any learnings from Phase 1 and also to focus on Issue 2; the 

issue of export integrity/larger files noting what FWO team has intermittently 

experienced, usually with larger record sizes.

2.2.1 Database file experimentation

Using production version database file (need the dB file, not the data 

export), Ansible to variously:

 Use that dB file in a test version to try to replicate  experience 

 Enlarge that file by adding fake elements/duplicate elements, in an attempt 

to better replicate the issue 

 Create a separate dummy file of varying (larger) sizes to try to more reliably 

replicate the export issues

We would aim to do this efficiently and continue only as long as we are learning 

useful information

The key goal is to be able to better replicate the issue (Ansible team has not been 

able to replicate internally), to understand why it is happening, and to consider 

techniques to address 

2.3 Phase 3 – approx 16 hrs Step 2.3.1, other TBD

Key goal is to address any learnings from Phase 1 and 2, and to consider more 

“aggressive” techniques to address both Issue 1 and Issue 2 (if required).
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2.3.1 Silent notifications to improve background activation

Consider silent notifications as a means of regularly waking the App up in 

background, to investigate the sense (from FWO testing) that regular interactions 

with the App make the reliability of recording (Issue 1) more consistent, whereas 

leaving the app in background mode for longer periods tends to indicate lower 

reliability of recording . 

We would start this by targeting a tech spike (app shell) that confirms our 

expectation of how the silent notifications will behave in terms of the above 

approach (this avoids impacting the entire RMH code ‘ecosystem’ in a way that may 

have unintended consequences and could obfuscate the actual impact of the silent 

notifications technique)

The key goal of the tech spike is to determine if sending regular notifications to the 

device might be a reliable way to improve background activation.

2.3.2 Implement techniques arising from Phase 2

For example (and depending what we learn), one conclusion might be to apply 

filtering to limit the size of exports (e.g. six months).

2.4 Phase 4 – effort TBD

Key goal is to address any learnings from above Phases, and ideally begin to focus on 

delivering a production-ready deliverable addressing both Issue1 and Issue 2.
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a. The entire app is built using the original vendor’s (Ansible nee Mnet Mobile) frameworks, so it is 

difficult to change those libraries and the frameworks are not publicly available – this leads to ARQ 

Group needing to compile new custom libraries if changes to the framework are required. 

2

b. The same dependencies are shared by many different components (in some cases all app 

components) and frameworks in the codebase, and it is not possible to have versions of the same 

dependency in the app. This means a small change (like the Google Safety Attestation framework for 

Jailbreak detection) requires the implementation of newer versions of Google Support Libraries, or 

the underlying Xamarin Libraries. To update a framework, ARQ Group needs to uplift every single 

dependency that uses those frameworks, and the maintenance contract is not large enough to 

support this work. 

8. For the same reasons, adding new functionality to the existing codebase is challenging and costly.

9. Considering the above and to address the outstanding security issues, ARQ Group is building a proof of 

concept with a new modern codebase using the cross-platform Flutter over the existing Xamarin codebase. 

Flutter was recommended by ARQ Group as a possible solution because it has been proven in market to be 

the best option for cross platform app builds because:

a. It is supported by Google with a roadmap. 

b. ARQ note all Libraries required by Flutter are officially supported and will limit cross dependencies 

and that access to Libraries will remain supported. 

c. Developers can upskill on the coding language in a matter of weeks. 

d. Material design provides a shared and standardised design language across iOS and Android with 

minimal deviations from what is normally considered ‘native’. 

10. ARQ’s approach to implementing the outstanding security issues in Flutter is outlined in Attachment B. ARQ 

recommends Flutter over common cross platform codebases. For example, they recommended Flutter over 

React Native because in their view React Native is best suited to small, simple or “corporate” apps without any 

heavy customisation/bespoke features like geofencing. It’s also their view that user interactions feel sluggish 

in React because JavaScript bridge appears the slowest of all cross-platforms. ARQ are also unclear if React can 

achieve required WCAG accessibility standards, whereas they fully expect to be able to deliver a production 

Flutter build to WCAG 2.1 accessibility standards.

11. ARQ’s view is also that given the high cost of Xamarin maintenance and the efficiency of Flutter development, 

the rebuild is achievable within the current support budget – and the total effort of rebuilding the app in 

Flutter and adding any new features will ultimately be less effort (and therefore cost) than to continue to 

maintain the current codebase and adding similar feature sets. FWO IT also note that Xamarin is not as strong 

as it used to be possibly due to Microsoft withdrawing from the mobile device market. 

12. Due to the complexity of replicating the accurate and battery efficient automatic recording functionality 
achieved in the current build, ARQ Group has not yet been able to deliver the proof of concept; ARQ Group 
provided a prototype TestFlight build for the FWO to test geofencing capability of a Flutter Build on 28 May 
2021. The FWO’s current RMH maintenance contract with ARQ is due to expire on 30 June 2021. If the app is 
to remain in the app stores, a new maintenance contract will need to be in place for 1 July. 

Record My Hours app background

13. The FWO’s Record My Hours smartphone app was built in 2017 – it is available in the Apple and Android 

stores for download.

14. The core technology feature of the record My Hours app is its geofencing technology, which leverages 

smartphone technology– like the Maps and GPS functionality – to automatically record when an employee
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arrives at their workplace and when they leave. Users can recall this information in the event there is a dispute 

and the employer hasn’t kept records. 

3

15. The app has a range of other features too - like the ability for an employee to add rosters to a calendar and 

receive notification reminders about upcoming shifts – but the main purpose of the app is that it allows the 

employee to automatically create an accurate record of their work hours. 

16. The app is an important tool for our priority cohorts, particularly young workers, migrant workers and workers 

in the horticulture industry. It is available in 18 languages including English. 

17. Record My Hours is a multiple award winning / internationally renowned app. There is significant interest from 

the ILO and our international counterparts in the app as it is seen as a great example of how technology can 

help deliver more efficient regulation. Our counterparts in New Zealand, the Ministry for Business, Innovation 

and Employment, have expressed an interested in repurposing the RMH codebase to deliver the app for the 

NZ market. 

18. User engagement with the app remains strong – we average approximately 20,000 downloads per year, and 

we have a higher than average app store rating for Australian Government Smartphone apps (~3.5 stars out of 

5 stars). The FWO has examples of customers who have used the app to try and resolve their workplace issues. 

This includes employees submitting the information collected in the app to the FWO as evidence for Fair Work 

Inspectors to rely on. 

19. Since being launched, we’ve not significantly modified the app. We’ve only made minor technical changes to 

ensure it remains compatible with mobile phone operating system updates. As such, the codebase is aging 

and is becoming increasingly difficult to maintain. 

20. We have a service level agreement in place with ARQ Group for limited support at a cost of approximately 

$70K (inc GST per year). ARQ group did not build the app – they took on the maintenance contract through a 

competitive tender process in 2018 after the original app developer, Ansible (nee Mnet mobile), ceased 

operating an enterprise smartphone app business.

Key Issues

21. To ensure RMH remains supported post 30 June 2021, the following (Option 1) is proposed:

a. The FWO enters into a new app maintenance contract with ARQ Group at a cost of approximately 
$70,000 for a further 12 months, with an option for the FWO to extend the contract for a further two 
years (1+1) for an additional $70,000 per year. This expenditure would be funded by the 
Communication Branch OpEx Budget.

b. The BEE team will continue to work with ARQ Group to develop a proof of concept for a Flutter build 
of the app on a time and materials basis to validate the platform’s support for geofencing on the 
basis this is the most critical component of the app and the most technical in terms of 
implementation.

c. Once a proof of concept has been achieved, the BEE team will present the proof of concept to BISC 
alongside a new security and privacy assessment of the updated codebase and an assessment of the 
Flutter build’s geofencing capabilities for BISC’s consideration. The new risk assessment will be 
conducted with sufficient lead time so that any risks can be identified, accepted or treated before a 
production build is released. Risk owners will be identified through the risk assessment process. The 
cost of the risk assessment (anticipated to be approximately $10,000) is not included in the proposed 
maintenance contract extension and will be funded by the Communication Branch OpEx Budget.

d. The current build of RMH will remain in the app stores to ensure service is not interrupted for existing 
and potential new users. 

e. The BEE team has worked with FWO Legal and AGS to ensure the FWO owns all the RMH app code 
and any modification and enhancements to it. BEE will work with FWO Legal as part of any
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Many thanks Bec and Betty, appreciate your help.

From:
Sent: Tuesday, 21 December 2021 6:52 PM 
To: CHAFFER,Nicky <Nicky.Chaffer@fwo.gov.au>

 MARKOSKA,Betty <Betty.Markoska@fwo.gov.au>Cc:  
Subject: RE: Record My Hours app missing from the Google Play App store [SEC=OFFICIAL]

I’ve asked Betty (who is acting for me from 22/12) to reach out and provide you a response after her follow up with  and the project team to determine what options 
there might be to come to a resolution.

Many thanks 
Bec

From: CHAFFER,Nicky <Nicky.Chaffer@fwo.gov.au> 

Hi Nicky

OFFICIAL

2

 
 

 

   

 

 
 

 
 

 
 

 
 

 

 
 

 
 
 

 

Many thanks for sharing, apologies, I wasn’t across this issue so this is helpful information. 

To: GIUMELLI,Rebecca <Rebecca.Giumelli@fwo.gov.au> 
Sent: Tuesday, 21 December 2021 5:05 PM 

 
 

 
 

  
 

 

 

 

 

  

Hi Bec,

The team have worked through next steps, I wanted to seek your advice as to whether there’s any additional steps you might recommend with this one to work towards a 
resolution? 

Many thanks and happy to discuss, 

Nicky 

From:

OFFICIAL

Subject: FW: Record My Hours app missing from the Google Play App store [SEC=OFFICIAL]

I know it’s extremely busy at the moment, just want to put this one on your radar, you may be aware of this issue with our RMH app that was escalated to me on Friday. 

To: CHAFFER,Nicky <Nicky.Chaffer@fwo.gov.au> 
Sent: Tuesday, 21 December 2021 4:51 PM 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 
 

 
 

 
 

 

 
 

 

 
 

ownership of the FWO Google Play developer account 
2 – Moving the app back to the FWO Google Play developer account 
1 – Granting 

us the chance to bring it up to spec (in this case, replace it with the Flutter app). We are working with  on the appeal to Google, which will cover the following:

I’ll let you know how the appeal to Google goes. 

Let me know if you need further information at this stage or would like to discuss. 

 transferring the app to a new developer account (as opposed to updating the owner of the existing FWO developer

Making the required updates would be a significant task. As one example, the issues identified relate to accessing the user’s location data. Google is now very strict on how this 
is communicated to users, why we need it and what will be done with the data. An explicit confirmation and permission-granting process is also required. Currently this flow of 
events and actions is not present in app as it wasn’t required under earlier iterations of the policy. 

OFFICIAL

Essentially the work required to have the app republished would be significant and the app vendor highly recommends that we instead apply effort to finalising the Flutter 
version we’re currently working on, including making the aforementioned updates to the Flutter version. In addition, the aging nature of the current codebase means other 
aspects of the app are likely to break if the necessary changes are made to it, creating further issues that will be difficult to resolve. 

account) Google is essentially treating this as a new app and has therefore done the same review process they would if we issued a new app. 
Our app vendor has been able to confirm that by (

A further update on this one – it’s not good news. 

Hi Nicky 

Subject: RE: Record My Hours app missing from the Google Play App store [SEC=OFFICIAL]

Next steps 
Our app vendor have advised us there is a small chance that an appeal to Google might allow jus to have the current version of the app live for a limited period of time to give

Since our last submission to the Google play store, Google’s privacy policies and app-side requirements have changed and it would be necessary to update the app to comply 
with those new requirements in order to get the app approved and published in the Google Play Store.

3 – A temporary exemption from the Google Play Store rules to enable the app to re-published until we publish the Flutter version. 
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GPO Box 9887 Melbourne VIC 3001 | 414 La Trobe Street, Melbourne, VIC, 3001

Communication Branch 

The Fair Work Ombudsman and Registered Organisations Commission Entity acknowledges the Traditional Custodians of Country throughout Australia and their continuing connection to land, 
waters and community. We pay our respect to them and their cultures, and Elders, past, present and future. 

FAIR WORK OMBUDSM AN

| Director – Behavioural Economics and Education 

 

 

 

 

 
  

 
 

 
 

 
 

~Please consider the environment before printing this message~

From:  

(IA-2101)  067

 account, or whether this was new information required by Google that needed to be actioned in the FWO account before  initiated the changes. 

As previously mentioned, we’ve put messaging on www.fairwork.gov.au/app to notify of the Google Play store outage. We’ve not had any enquiries to the app mailbox about 

account was missing ‘Target Audience’ information. At this stage we’re unclear if this information was lost or not inputted when the app was transferred by  from the FWO 

GPO Box 9887 Melbourne VIC 3001 | 414 La Trobe Street, Melbourne, VIC, 3001

| Director – Behavioural Economics and Education 

Communication Branch 
FAIR WORK OMBUDSM AN

this issue since putting that messaging up.  

I’ll let you know once we get to the bottom of the app submission issues. ARQ understands the urgency of this issue and is looking to get back to us ASAP.

Let me know if you need any further info in the meantime.

Why was the app removed from the Google Play Store in the first place? 
Our investigations have found that RMH was removed by Google from the Play store because the developer account information linked to the app was not up to date. The

 transferred the Android version of the app 
  name. This may also affect our ability to obtain historical app usage data for Android. 

 gone we’re unsure who has the FWO Google developer account access needed to make the change.  has 
reached out to Google for assistance with this. It appears as though both ARQ and I lost our Google account privileges when 
from FWO’s Google developer account to the account in

 rather than “Fair Work Ombudsman”. Again, we’re working with  to 
 leaving the FWO, it appears he transferred the app from the FWO’s Google developer account to 

 name. The effect of this is that the app publisher will be listed as “
rectify this ASAP, however this is not a simple fix as with

Two attempts to re-publish the app in the Google Play store by  (the new FWO account owner) since my last update have been declined by Google on the basis that the 
submission does not meet their “policies”. Our app vendor, ARQ, are investigating the exact reasons for the submissions being declined as we speak. 

We’re hoping that we can challenge the reviews by providing sufficient evidence that the app meets the relevant criteria (rather than have to make and test code changes to 
the current build to meet any new Google policies introduced since we last submitted the app for review). 

A second issue has also been identified through our investigations. With
an account in

Sent: Monday, 20 December 2021 5:47 PM 
To: CHAFFER,Nicky <Nicky.Chaffer@fwo.gov.au> 

s.22 irrelevant information

Subject: RE: Record My Hours app missing from the Google Play App store [SEC=OFFICIAL]

OFFICIAL

Hi Nicky

Just a quick update on the RMH Google Play Store issue. In short, the issue is not yet resolved and the app remains unavailable to Android users. To confirm, the app is still 
available for iPhone users (the majority of our users) and the issues below affect Android users only. 
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From:  s.22 irrelevant information

 (the new Account owner subsequent to  leaving) and the app vendor.

As a stopgap I will reach out to DES to see if we can get some website messaging up on the www.fairwork.gov.au/app page to inform customers that the Android version is 

OFFICIAL

GPO Box 9887 Melbourne VIC 3001 | 414 La Trobe Street, Melbourne, VIC, 3001

 Director – Behavioural Economics and Education 

The Fair Work Ombudsman and Registered Organisations Commission Entity acknowledges the Traditional Custodians of Country throughout Australia and their continuing connection to land, 
waters and community. We pay our respect to them and their cultures, and Elders, past, present and future. 

Communication Branch 
FAIR WORK OMBUDSM AN

current unable. 

From:

Let me know if you anything further at this stage. 

> 
Sent: Friday, 17 December 2021 11:19 AM
To: 
Cc: 
Subject: FW: Record my Hours App [SEC=OFFICIAL]

Hi Nicky

FYI below – we’ve been informed this morning by customers that the Android version of RMH is no longer available to download in the Google Play app store (Android).

At this stage we’re not clear what has caused this interruption. I’m chasing this up with

Sent: Friday, 17 December 2021 11:37 AM 
To: CHAFFER,Nicky <Nicky.Chaffer@fwo.gov.au> 

s.22 irrelevant in

Subject: Record My Hours app missing from the Google Play App store [SEC=OFFICIAL]
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Record My Hours – additional information for estimates

 Record My Hours was released to the app stores on 11 February 2017 and is aimed at tackling the 

persistent problem of underpayment of young workers. The app helps address this problem by 

leveraging smartphone technology to help workers automatically record their own hours of work. 

The app has been translated into 17 languages, other than English, to assist migrant workers.

 The app has a range of other features too - like the ability for an employee to add rosters to a 

calendar and receive notification reminders about upcoming shifts – but the main purpose of the 

app is that it allows the employee to automatically create an accurate record of their work hours. If 

an issue does arise at work, employees can use the information collected by the app to discuss it 

with their boss, or export the data to their preferred representative, like the FWO.

 FWO Inspectors regularly use evidence from RMH to support their investigative work.  For example, 

in the Regional Services Team are currently using employee data from the app in a matter that 

involves a number of vulnerable employees working in a fast food operation based in a food court 

in the ACT.  The information is allowing the Inspector to test the veracity of the ER’s records 

requested from the Employer via a NTP. We are aware of instances where employers have 

encouraged their employees to download and use Record My Hours as to deal with any 

discrepancies early, and resolve issues before they arise.

 Since being released, the app has now been downloaded 40,253 times1, with the FWO achieving 

steady growth in usage year on year. Analysis of engagement with the app is undertaken on a 

regular basis.

 Record My Hours has received ten industry awards. To ensure the app is appealing to migrant 

workers user information is anonymous to the FWO meaning we cannot proactively survey users 

about their experience app. However, we have received significant positive feedback from 

stakeholders via social media and via the app email box, including positive feedback from employer 

representatives.  Employment New Zealand has also contacted the FWO to express their interested 

in releasing their own version of the app. The Behavioural Economics and Education Team is 

constantly evaluating the app and considering feedback received to inform ongoing enhancements.

 In addition, the app has achieved a user satisfaction rating of 3.5 out of 5 in the Google Play store 

and 3.4 out of 5 in the Apple app store, making it one of the more popular Government 

smartphone apps2, and more popular than many apps from other regulators including the ATO’s 

‘ATO App’ and ASIC’s  ‘Small Business Checks’ app.

1 As of 31 December 2018. This consists of 24,402 Apple downloads and 15,852 Android downloads. 
2 As of 4 February 2018.
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 The total development cost of Record My Hours $388,630.01 (inc GST)3. It is difficult to draw 

comparisons between the cost of developing Record My Hours with the cost of developing other 

government apps because many other government departments have not outsourced the 

development of their apps and have instead invested heavily in developing the capability to build 

apps in house – e.g. the ATO and ASIC.  However of those government departments who have 

outsourced app development, the FWO’s development costs compare very favourably4.

3 Costs include $69,877.50 for Design, Concept and Market Testing, $284,515.01 for Build & Development and 
$34,237.50 for other costs (e.g. translation costs). 
4 The cost of the Bureau of Meteorology Weather app was $549,322 and the cost of the ABS Stats app was $373,140. 
These costs have been estimated based on contract notices entered into AusTender. It is important to note that 
neither of these apps required the technical development or innovation for automatic location recording developed 
for Record my Hours.
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• The purpose of this paper is to seek BISC approval to enter into a new app maintenance 
agreement with the ARQ Group, or current app maintenance provider.

• The current app maintenance agreement will expire on 30 June 2021, if we do not enter into 
a new agreement, the app will be unsupported and will need to be removed from the app 
stores come the end of the financial year. 

• Record My Hours is a key service offering for the FWO– 10 international awards, significant 
international recognition – we achieve 20,000 downloads per year. Our app store ratings are 
higher than government app averages.

• The FWO doesn’t have internal capability to support the app, so to keep the app as a service 
offering, we need to have an app maintenance agreement in place.

• As part of the paper we’re seeking approval to keep the current version of the app in the 
app stores while we progress a code rebuild using the Flutter codebase. The current 
codebase, built in Xamarin, is getting very old and difficult to maintain – a 5 year old app 
code base is ancient. 

• The current Xamaran codebase is very complex – achieving accurate automatic recording of 
time at work in a battery efficient way was difficult and required a lot of custom 
development as there wasn’t the out of the box officially libraries that there are now with 
platforms. 

• This has made the app very difficult to enhance. Because of this the vendor can’t address all 
of the recommendations from security review of the app we undertook in consultation with 
FWO IT.

• In particular, there are 4 recommendations that can’t be addressed. 2 are rated as low risk, 
two are rated as medium, none are rated as high or significant. Further detail on the risks 
are in the paper, I’ll take those as being read.

• To this end the BEE team has worked with ARQ to build a prototype flutter build to prove it’s 
geofencing capabilities, the core and most complex functionality of the app.

• In relation to the security of the app it’s important to note that there is no off device data 
capture. All app data is stored on the users device and only the user has to it unless they 
choose to share it, with say their employer or the FWO. An obviously all of the standard 
smartphone app operating system security features are in place.

• ARQ have indicated they can address all of the outstanding recommendations from the 
security review as part of a rebuild of the app using the flutter codebase. 

• This prototype has no other functionality and is not fit for release.  But we’ve had it for 
about a week now, and so far the prototype is proving to be even more accurate and battery 
efficient that the current version of the app. If we do have one criticism from users of the
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current version of the app, it’s that sometimes automatic recording won’t detect a user 
entering their workplace – so the prototype is looking very promising. 

• So with BISC’s support, we will re-engage ARQ under a new maintenance agreement, keep 
the existing version of RMH in the app store  post 30 June whilst we build an MVP Flutter 
Build that we intend to be a production release. 

• Before we release any MVP build, we’d work with FWO IT to procure a new security review 
of the MVP and report back to BISC with the results. This would include a detailed analysis of 
the new app’s geofencing capabilities as well as any other findings, such as any differences 
between the flutter MVP build and the current build to the extent that we weren’t able to 
deliver like for like in a rebuild.

• We’ve not yet fully scoped the MVP build with the Vendor given it’s subject to a bisc 
decision on this paper, but ARQ have indicated that they expect we could make significant 
progress quickly given the early success of the prototype. The vendor has advised us that 
they have a solution for key issues like existing user data migration over to a new version, so 
we’re definitely not starting from scratch here – a lot of hard yards have already been done 
and the vendor has indicated they will prioritise this work. 

• The promising results from the prototype is a key a key reason we wish to extend the 
relationship with Arq, rather than going to market for a rebuild or seeking another vendor to 
take on board the maintenance contract – In our view ARQ well positioned to take this work 
forward. While we may be able to find equally credentialled app developers to perform this 
work, the upfront investment in an alternative approach or onboarding a new vendor are 
significant and in my view don’t represent as good value for money
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 Record my Hours has been optimised for 11 languages and meets accessibility standards. The 

app will detect where a user’s phone is set to one of the optimised languages and 

automatically display in that language.

 Record my Hours can also benefit small business owners who do not have the resources to 

install expensive automated time-recording systems, especially those in the retail and 

hospitality industries where staff are more likely to work irregular hours that do not always 

reflect rosters. In these instances the data from an employee’s Record My Hours app can be 

checked against the businesses’ records to identify any discrepancies and resolve any issues 

before they arise.

 The app has been optimised for both Android and iOS devices, and is available now to 

download for free from the App store and Google Play store.

How Automatic Recording Works 

 The core feature of Record my Hours is its ability to automatically record an employee’s time 

at work.

 Once a worker downloads the Record My Hours app they will be prompted to add a job and 

set their workplace location(s). The app then creates a boundary, or geofence, around the 

nominated location(s) and keeps track of when the user enters and exits the workplace, 

based on the location of their mobile device.

 Automatic recording leverages the phone’s inbuilt location services to determine a user’s 

location. The app utilizes up to three methods to determine a user’s location, depending on 

the user’s surroundings and the availability of each source:

o GPS satellite signalling built into the device 

o scanning nearby Wi-Fi networks when Wi-Fi is enabled in the user’s phone settings  

o mobile phone tower triangulation.

Briefs and Proposals:DB-920223/0.2 3 of 7 Record my Hours Smartphone App

 By using a number of methods to determine a user’s location, automatic recording will work 

accurately in a range of environments, including in built up arears, indoors and where there is 

no mobile coverage.  

 Automatic recording isn’t suitable for all job types, such as people who have their location 

services turned off or who travel a lot for work. Manual recording has been incorporated to 

cater for this. 

 The FWO recognises that sometimes people are in the workplace for reasons other than
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working (e.g. a hospitality worker might stay back at work after their shift ends for a meal). 

To ensure that only work hours are recorded, shift notifications have been incorporated to 

remind users to review their hours and fine tune them after every shift. 

Testing and Stakeholder Engagement 

Concept Testing 

 Prior to development, the FWO performed concept and usability testing on a ‘rapid

prototype’ app (a quickly assembled model demonstrating only the core functionality of the 

app). The rapid prototype was tested with 10 participants including CALD workers and 

younger workers in lower skill, lower-paid jobs.

 The concept testing allowed the FWO to understand what the intended audience thought of 

the overall concept, if they’d use it and what they thought of specific functionality being 

proposed, including automatic recording. 

 Generally, participants found the prototype easy to use, simple and useful. Participants were 

able to understand and use the app quickly and without difficulty.  It was particularly 

encouraging when a participant mentioned that it was “the right time for an app like this”. 

Market Testing

 Following a period of consultation with internal stakeholders, and with the results of the 

concept testing in mind, Ansible developed a version of the app with most of the functionality 

working.

 This version of the app was tested with a new group of 10 employees from the target market. 

The feedback was overwhelmingly positive. Testers understood the app's purpose and were 

easily able to perform critical functions like 'add a job', 'add a shift' and 'take a photo'. 

 Testers also identified some areas where improvements could be made, including simplifying 

how their hours were represented, making the clock face more vibrant and including more 

instructional text. Final changes were made to the beta app to address this feedback.

Internal Consultations 

 Internal consultations were held with FWO inspectors and the FWO legal team before 

commencing development. This was to ensure data from the app would be useful in the

Briefs and Proposals:DB-920223/0.2 4 of 7 Record my Hours Smartphone App

event it was submitted to FWO.

 Further consultations were held with the FWO IT and Website teams to ensure the app could 

interact with the FWO web ecosystem, including My Account, in the future. This will provide 

scope for future enhancements to the app.  
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Languages

 The app is currently optimised for 11 languages other than English, including:  

o Chinese (Simplified and Traditional) 

o Korean

o Khmer 

o Japanese 

o Hindi 

o Arabic 

o Malay 

o Indonesian 

o Vietnamese 

o Filipino 

o Nepalese 

 The app will detect where a user’s phone is set to one of the above languages and

Briefs and Proposals:DB-920223/0.2 5 of 7 Record my Hours Smartphone App

automatically display in that language.

 The app will be translated into an additional 5 languages and made available to users in an 

app update, to be submitted to the App stores on 24 May 2017. All language translations 

have been performed by accredited translators and chosen based on consultations with our 

Migrant Worker Strategy and Engagement Branch and Website teams.

App Performance / Results 

 Since launching the app on 19 March 2017, there have already been approximately 8,000 app 

downloads, exceeding its KPI, and the app is on track to achieve over 100,000 downloads in 

its first year of operation, which will make it one of the most popular Australian Government 

apps ever released. 

 When compared to other Australian Government Apps, Record My Hours has already 

demonstrated value for money, based on the initial financial outlay and user satisfaction 

ratings. 

 Overall, Record My Hours cost a similar amount to develop as the Australian Bureau of 

Statistics ABS Stats app and substantially less than the Bureau of Meteorology Weather App 

(Figure 1). It is worth noting that neither of these apps required the technical development or 
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week since launching, 89.9% of the total number of app sessions to date have been 

generated by returning users, with the average engagement lasting approximately 6 minutes 

per session. This metric is important because it demonstrates users are not only downloading 

the app, but also engaging with it in a meaningful way on an ongoing basis. 

 The FWO has also received extensive support for the app from workers on social media, with 

users sharing news of the app by ‘tagging’ their friends and leaving positive comments 

including ‘What a great idea’ and ‘this is perfect for me’. 

Briefs and Proposals:DB-920223/0.2 7 of 7 Record my Hours Smartphone App

 The praise and support from stakeholders for the app has been equally impressive. 

organisations, such as the WEstJustice Legal Centre, have publicly commented on how 

impressed they are with Record My Hours and are already promoting it to their clients, 

further extending the FWO’s reach into communities of vulnerable workers; again a key 

target market of the app. 

 In the days following the app’s launch, it reached an audience of nearly one million listeners 

through radio, an online audience of 800,000 unique readers and a TV audience of nearly 

300,000.
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9. Other functionality includes the ability to:

Officer of COSBOA, on 20 February 2017 to discuss these concerns and to highlight the 
benefits of the App for employers. FWO’s impartial approach to resolving workplace disputes 
was also discussed.

20. Further discussions have also taken place with the Australian Chamber of Commerce and 
Industry, and the National Farmers Federation (NFF). Discussions with the NFF remain 
ongoing.

Attachments 
Attachment A Key Talking Points

• add rosters to a calendar
• receive notification reminders about upcoming shifts
• take photos of rosters, payslips, etc, and link these to jobs
• record information about piecework arrangements
• backup information collected to iCloud or Dropbox and recover it easily
• export the data via email.

10. The RMH App will be available in 12 community languages to assist migrant workers.
11. Key Talking Points on the RMH App are available at Attachment A.

Government policy issues and impact on other portfolios 
12. The release of the RMH App is consistent with the Australian Government’s policy document, 

The Coalition’s Policy to Protect Vulnerable Workers. It will assist vulnerable workers to 
receive their minimum entitlements. 

Key risks and mitigation 
13. The RMH App was soft launched on 11 February 2017 for testing in the live environment and 

has been extensively user tested. No substantive issues have been identified to date.

Budget impact, financial considerations 
14. The development and release of the RMH App has been funded within FWO’s existing budget 

allocations.

UNCLASSIFIED: For Official Use Only 
Page 2

Communications and media strategy 
15. The FWO will use a combination of Facebook, Google Display Network advertising and 

Twitter to cost effectively promote the RMH App to target markets when the App is officially 
launched. 

16. The RMH App communications campaign will also include translated content to meet the needs 
of migrant audiences.

Stakeholder consultation 
17. The FWO has commenced consultations with stakeholders and these are ongoing.
18. The Council of Small Business Australia (COSBOA) has expressed concerns about the potential 

uses of the RMH App. 
19. Ms Natalie James (the Fair Work Ombudsman) met with , Chief Executive 

Primary Contact Officer: Daniel Crick Director, Policy

Clearance Officer: Anthony Fogarty Executive Director 

Policy, Media & Communications Branch,
Fair Work Ombudsman

Policy, Media & Communications Branch,
Fair Work Ombudsman

Ph: 

Ph:
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Attachment A: Key Talking Points – Record My Hours App

What is the app and what does it do?

• The Fair Work Ombudsman (FWO) has launched the new ‘Record My Hours app’ for employees - and it 

has been launched specifically with young workers and migrant workers in mind.

• The main function of the app is that it automatically records an employee’s work hours - so once a 

worker downloads the app to his or her smartphone and sets the workplace location, the app will 

automatically record when he or she starts and finishes work, based on location.

What is the functionality of the app?

• The core technology feature of the record My Hours app is its ‘geofencing’ technology - that is, it uses 

some of the standard smartphone technology features - like the Maps and GPS functionality - to 

automatically record when an employee arrives at his or her workplace, and when leaving.

• The app has a range of other features too - like the ability for an employee to add rosters to a calendar 

and receive notification reminders about upcoming shifts - but the main purpose of the app is that it 

allows the employee to automatically create an accurate record of work hours. The app is available in 

12 different languages.

Why have the FWO developed this app and how will it help?

• The FWO developed this app because having an accurate record of an employee’s work hours is 

absolutely crucial for ensuring an employee receives the correct wages for the hours worked.

UNCLASSIFIED: For Official Use Only 
Page 3

• The main reasons the app is needed is that underpayment of young workers and migrant workers is a 

widespread problem right across the country, particularly in industries that involve casual employees 

who work irregular hours and are reliant on minimum Award rates - that is, industries such as hospitality, 

retail and hairdressing.

• And although employers are responsible under workplace laws for keeping an accurate record of the 

hours employees have worked and the wages they are paid, we see many instances where they do not.

• When there is a dispute between an employee and employer about hours worked and wages owing, if 

there is no evidence of work hours, it severely restricts the FWO’s ability to take any sort of enforcement 

action to resolve the dispute.
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• The FWO already recovers a lot of money for young and migrant workers - the FWO recovered 

$3 million for underpaid visa holders and $4 million for underpaid young workers last financial year - 

but there were also many other cases where poor time-and-wages records prevented the FWO from 

enforcing back-payments. 

• So young and migrant workers can really help FWO to protect their workplace rights by taking a few 

minutes to download this app. The app is free and downloading could literally save you hundreds or even 

thousands of dollars in the long run.

Assistance for employers too

• This app can also be a tool to assist employers. The app allows users to export their data and send it via 

email. The FWO have received feedback from users that some are choosing to email their employers 

what hours they work, so that their bosses can double check or verify hours and ensure they are paying 

them correctly. This is a tool to enable greater communication between employer and employees.

• In situations of minor, inadvertent non-compliance with record-keeping laws, the FWO prefers to 

educate employers and assist employers to rectify issues to ensure future compliance. 

• However, employers need to realise that there is a lawful obligation to keep employment records, 

regardless of whether employees use the apps, and the FWO treats contraventions of record-keeping 

obligations seriously.

• Enforcement action can be taken in relation to significant or repeated contraventions.

Government’s Policy to Protect Vulnerable Workers 

• Prior to the 2016 Federal election, the Australian Government announced The Coalition’s Policy to 

Protect Vulnerable Workers. The Government has committed to implementing legislation to increase 

FWO’s powers and the penalties available under the Fair Work Act 2009 (the Fair Work Act). 

• This includes increasing the penalties that apply to employers which fail to keep proper employment 

records.

UNCLASSIFIED: For Official Use Only 
Page 4

If Asked: Safeguards for employers in instances where an alleged underpayment has occurred 

(including potential misuse of the app)

• The FWO’s experience with employers is that most want to do the right thing when it comes to paying 

employees and providing payslips as required under the Fair Work Act and relevant awards.
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• The FWO has always encouraged workers to keep their own records about hours worked to assist in the 

resolution of any disputes that do arise. The FWO used to recommend that employees kept these records 

in a diary. Now, employees will be able to use the RMH App as a tool to assist them to keep a record of 

hours worked. 

• Of course, if a dispute arises over hours worked, the FWO will look carefully at the information to test 

its veracity and consult closely with both the employer and employee, irrespective of how the hours 

worked have been recorded. 

• The FWO is impartial in its work and we always give all sides to a dispute the opportunity to have their 

say.

If asked: What happens in the scenario where an employee makes a social visit to his or her place of 

work and the app records this as a shift? (For example: at a McDonald’s McCafé having coffee with a 

friend rather than working)

• The app does not replace employer records - it is a tool to empower employees and assist in ensuring 

compliance. Employers retain record-keeping responsibilities under the Fair Work Act.

• But the app will help workers if their boss is not keeping records of their employment or is not keeping 

these accurately. 

• The FWO already recommend employees manually record their hours (for example, in a diary) - now it 

is easier to do.

• The app uses smartphone features including wi-fi and GPS tracking to automatically record when a user 

(employee) is at work; based on locations he or she has set as the workplace. Once the app detects a user 

has left the workplace, it sends the user a notification to confirm the estimated shift. 

• The user can then action this notification to fine-tune his or her estimated shift for added accuracy (for 

example, the user might arrived at work before a shift started). In the event an employee makes a social 

visit to his or her workplace and the app records this as a shift, the user can action this notification and 

delete the shift.  

UNCLASSIFIED: For Official Use Only 
Page 5

• Users can review and manually edit, add and delete shifts at any time and timesheets exported by the app 

differentiate between estimated shifts and manually entered shifts. 

• If a pay issue does arise, or if an employee and his or her boss disagree about the hours worked, the data 

stored within the app can help the employee to discuss the issue with the boss, or pass on key evidence to 

the FWO.
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• In the event of a dispute, Fair Work Inspectors will look carefully at all of the information available and 

consult closely with both employer and employee.  
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From:

1

Sent: Wednesday, 22 December 2021 11:10 AM
To: MARKOSKA,Betty
Cc:
Subject: Record My Hours App Summary [SEC=OFFICIAL]
Attachments:

 
 

 

 

 

 
 

 

 
 

 
 

 
 

 
 

 

OFFICIAL

Re: Google Play app store submission [SEC=OFFICIAL]; Re: Google Play app store submission [SEC=OFFICIAL]

b. Transfer RmH back to Fair Work Ombudsman developer account 
c. Request exemption from the playstore rules while the vendor remediate the issues with the app with the expectation that the new app which is currently being 

security assessed by CyberCX can be released in the next few months. 

As per our phone conversation earlier today regarding the Record My Hours (RmH) App.  

2. When the app was transferred to a new developer account, it treated the app as a brand new app and initiated the review process. 
3. Unfortunately, RmH is no longer compliant with the newest policy. 
4. Google has flagged a number of issues with the app. (please see attached email for the vendor’s assessment of the issue at hand.) 

 | Director – System Support (a/g)

Technology Branch 

GPO Box 9887 Sydney NSW 2001 | Level 13, 175 Liverpool Street, Sydney NSW 2000

FAIR WORK OMBUDSM AN

5. A request has been raised with Google to action the following 3 things 
a. Make  the account owner of the Fair Work Ombudsman developer account 

Hi Betty,

1.  was unable to find the correct process of transferring ownership of the Fair Work Ombudsman developer account. So he transferred the app to a new Developer 
(he asked me to created a new one) account instead. 
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OFFICIAL: Sensitive

6. While there is an exemption from the APPs for "employee records", this exemption only 

applies to an employee’s own personal information or for an employer if the information is 

directly related to the employment relationship. 

7. For this reason, there is a possible risk that employees using RMH may unintentionally 

photograph the employment records of other employees, or other employees in the 

workplace, resulting in a violation of the APPs. 

Options 

OFFICIAL: Sensitive

8. To mitigate this risk, four solutions have been identified: 

a. include an additional overlay (tool tip) to pop up each time a user opens the camera 

to explain that personal information must not be photographed and stored within 

the app, unless it expressly belongs or pertains to the user. 

b. remove the camera button/ function in RMH and only allow users to import photos 

directly from the phone’s native gallery. 

c. Create a pop up every time before using the camera include an additional on-

boarding screen to explain that personal information must not be photographed and 

stored within the app, unless it expressly belongs to the user. 

d. remove the “workplace” tag within the photo options. 

e. Full UX Solution – design team to engage with FWO to produce best implementation 

for the user. This would include defining the best mechanism for displaying the 

information as well as business rules around triggers and frequency of 

‘notifications’. 

9. A full analysis of these options, and recommendations for implementation are provided in 

Table 1.

Recommendations 

10. It is recommended that you approve the inclusion of an additional tool tip for the camera 

function of RMH as well as the removal of the “workplace” tag within its photo options. 
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Recommended
ID Control

Responsibility Risk(s)
Treated Observation(s)

 
 

 

 
 

| IT Security Adviser
udsman

Many thanks
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